NONOXEHUE
O nopsiAKe XpaHeHUA U 3alMTbl NepPCoHanbHbIX AaHHbLIX NONb3oBaTenen

1. TepMuHbI 1 onpeaeneHns

CanT — COBOKYNHOCTb MPOrpamMMHbIX M annapaTHbIX cpeacTs ans 3BM,
obecneumBatowmx nyénukaunto anst Bceobuiero 0603peHns nHpopmaumm n
AaHHbIX, 06beANHEHHbIX OOLWNM LieneBbIM Ha3Ha4YeHneM, NOCPeaCTBOM
TEXHUYECKUX CPEACTB, NPUMEHSAeMbIX Ans cBasn mexay OBM B cetn MIHTepHerT.
Mog Cantom B CornaweHnn noHmmaeTcs CanT, pacnonoXeHHbIn B ceTn IHTepHeT
no agpecy: http://amber-soft.ru.

Monb3oBartenb — nonb3oBartenb cet IHTepHeT K, B YacTHocTu, CanTa, umetoLwmmn
CBOIO TIMYHYIO CTpaHuLy (npodounb/akkayHT).

®epnepanbHbIn 3akoH (P3) — denepanbHbli 3akoH OT 27 utons 2006 r. No 152 ©3
«O nepcoHanbHbIX OAaHHbIX.

[MepcoHanbHble AaHHble — ntobas MHpopMaunsa, OTHOCALWAACS NPAMO NN
KOCBEHHO K onpeaesieHHOMY Unu onpegenseMomy pusndeckomy nuuy (CyobekTy
nepcoHanbHbIX JaHHbIX).

OnepaTtop — opraHMsauusi, CaMOCTOATESNTbHO UM COBMECTHO C APYrMMu nvuamm
opraHusytouiast 06paboTKy nepcoHarnbHbIX JaHHbIX, @ TaKkke onpegenstoLlasn uenm
06paboTKM NepcoHarnbHbIX AaHHbIX, NoAnexawmnx obpaboTke, AENCTBUS
(onepauum), coBepLuaemble ¢ NepcoHanbHbiMK AaHHbIMKU. OnepaTopoMm sBMsieTCA
obLLecTBO C OrpaHN4YeHHON OoTBETCTBEHHOCTLIO «OMBEPY, pacnonoxeHHoe no
agpecy: 105122, r. Mocksa, w. LLlénkosckoe, 2A, atax 9, ocuc 938

O6paboTka nepcoHarnbeHbIX AaHHbIX — Nto6oe gencTene (onepaums) unm
COBOKYMHOCTb AenCcTBUM (onepaumnin), CoBepLluaemMbiX C UCNOSIb30BaHMEM CpeacTB
aBTOMaTU3aumm unm 6e3 ncnonb3oBaHNUS TakNxX CpeacTB C

nepcoHanbHbIMU AaHHbIMM, BKOYas cbop, 3anncb, cucteMmaTusanmio, HakonneHume,
XpaHeHue, yTodHeHne (0BHOBEHNe, U3AMEHEHUNE), N3BIEeYEeHNE, NCNOSb30BaHMeE,
nepegadyy (pacnpoctpaHeHue, npeaocTaBnenne, 4ocTtyn), obesnuuneaHue,
GrnoknpoBaHue, yaaneHne, YHUYTOXEHNE NepCoHarnbHbIX AaHHbIX.
ABTOMaTM3MpoBaHHaa obpaboTka nepcoHanbHbIX 4aHHbIX — 06paboTka
nepcoHanbHbIX JaHHbIX C MOMOLLLI CPEACTB BblYMCNUTENBHON TEXHUKMW.
PacnpocTpaHeHre nepcoHanbHbIX AaHHbIX — AeNCTBME, HanpaBSieHHOEe Ha
pacKpbITMe NepcoHanbHbIX JaHHbIX ONpeaeneHHoOMY Kpyry nuy, no
npegBapuTenbHOMY corfacuio, B criydasax, NnpeaycMoTPEeHHbIX 3aKOHOM.
[MpepocTaBneHne nepcoHanbHbIX aHHbIX — AENCTBUS, HanpaBrieHHblIe Ha
pacKpbITUE NepCoHarnbHbIX aHHbIX ONpeaeneHHoOMY nuuy Nnu onpegeneHHomy
Kpyry nuu,.

BnokupoBaHne nepcoHanbHbIX 4aHHbIX — BPEMEHHOE npekpalleHne obpaboTkm
nepcoHanbHbIX aHHbIX (3a UCKNOYEeHneM cryvaeB, ecnmn obpaboTka Heobxogmma
ANS YTOYHEHNSA NePCOHanbHbIX AaHHbIX).

YHUUYTOXEHNE NEePCOHarbHbIX AAaHHbIX — OEUCTBUS, B pe3ynbTaTte KOTopPbIX
CTaHOBUTCS HEBO3MOXHbIM BOCCTAHOBUTb COAEP)KaHME NepCoHanbHbIX JaHHbIX B
MHOPMALMOHHOM CUCTEME NEPCOHAanbHbIX JaHHbIX /UM B pe3ynbTaTe KOTOPbIX
YHUYTOXaKTCA MaTepuaribHble HOCUTENN NePCOHanNbHbIX AAHHbIX.
Ob6esnnymBaHmMe nepcoHarnbHbIX JaHHbIX — 4ENCTBUS, B pe3ynbTaTe KOTOpPbIX
CTaHOBUTCS HEBO3MOXHbLIM 6€3 MCNOSb30BaHUSA AOMNONHUTENBHOW NHdOPMaL MK
onpenennTb NPUHaANEXHOCTb NEPCOHanNbHbIX AAaHHbIX K KOHKPETHOMY CyOBbekTy
nepcoHanbHbIX JaHHbIX.

NHpopmaunoHHasa cuctema nepcoHanbHbiX gaHHbiX (MCIOH) — cOBOKYNHOCTb



cogepxalmxca B 6a3ax AaHHbIX NEepPCOHarnbHbIX AaHHbIX 1 06ecnevYmnBaoLLnX nx
06paboTky MHPOPMALMOHHBIX TEXHOSOMMI U TEXHUYECKMX CPEACTB.

2. Obwme nonoxeHus

2.1. NonoxeHne o NopsiaKe XpaHEeHUs N 3aLlMTbl NePCOHanbHbIX AaHHbIX
Monb3oBaTtenen CanTta (ganee — lNonoxeHne) paspaboTaHo C Lenbio cobniogeHuns
TpeboBaHun 3akoHogatenbcTBa PP, cogepxallunx nepcoHarnbHble OaHHbIE U
naoeHTudukaumm MNonb3oBartenemn, Haxoaduwmxcs Ha Cante.

2.2. lNonoxeHne paspaboTaHo B cooTBeTCTBUM C KOHCTUTYumMen PP, ["paxgaHckum
Kogekcom PO, nencrayrowmm 3akoHogatenscteom PP B obnactn 3awuThl
nepcoHarnbHbIX AaHHbIX.

2.3. lNonoxeHne ycTaHaBNuBaeT NOpPsAoK 06paboTkM nepcoHanbHbIX AaHHbIX
Monb3oBatenen Canta: gencteusa no cbopy, cuctemaTnsaunm, HaKOMNIEHMHO,
XpaHeHUIo, yTOYHEHUIO (OOHOBMNEHUIO, USMEHEHMIO), YHUUTOXEHUIO NEPCOHANbHbIX
AaHHbIX.

2.4. lNonoxeHne yctaHaBnuBaeT obda3aTenbHble Ansa coTpyaHmkoB OnepaTopa,
3a4encTBOBaHHbIX B obcnyxmnsaHun Canta, obwmne tpeboBaHnsa n npasuna no
paboTe co BCeEMU BMAAMM HOCUTENEN MHAOPMaL MK, COAEPKALLMMN NEPCOHArbHbIE
paHHble [Nonb3oBaTenen CanTta.

2.5. B lNonoxeHnn He paccmaTpuBaloTCa BONpoCkl obecrnevyeHns 6e3o0nacHOCTU
nepcoHanbHbIX aHHbIX, OTHECEHHbIX B YCTAHOBNIEHHOM NOpSAAKe K CBEAEHUSM,
COCTaBIALLNM rocyaapcTBeHHY0 TarHy Poccuiickon enepaumn.

2.6. Lenamu MNonoxeHns aBnatoTCA:

— obecneyeHne TpeboBaHMI 3alLNTLI NpaB U cBOBOL YernoBeKa N rpaXkgaHuHa npu
obpaboTke nepcoHarbHbIX AaHHbIX, B TOM Y1Cne 3awuThbl NpaB Ha
HENPUKOCHOBEHHOCTb YaCTHOM XXU3HU, NINYHYIO U1 CEMENHYIO TalHY;

— UCKMOYEHNE HECAHKLMOHNPOBAHHLIX AENCTBUIN cOTpyaHMKkoB OnepaTtopa u
nbbIX TpeTbnx nuy, no cbopy,

cucTeMaTusaumm, HaKoMNEeHUHo, XpPaHeHUI0, YTOYHEHUIO (OBHOBNEHUIO, NU3MEHEHNIO)
nepcoHanbHbIX AaHHbIX, MHbIX OPM HE3AaKOHHOro BMELLaTEeNbLCTBA B
MHOPMAaLMOHHbIE PECYPCbI U NTOKANbHYH BbIYUCINTENBHYIO CETh

Onepatopa, obecneveHne NpaBoBOro 1 HOPMaTUBHOIO pexnma
KOHMAeHUNanbHOCTN HeJOKYMeHTUPOBaHHOW nHpopmaumm Nons3oBaTenen
CanTa; 3awmra KOHCTUTYLMOHHbIX NPaB rpaXkaaH Ha NINYHYO TalrHy,
KOH(pnaeHUManbHOCTb CBEAEHMI, COCTABNSAIOLWMX NEPCOHArNbHbIE AaHHbIE, U
npenoTepaLleHne BO3HUKHOBEHNS BO3MOXHOWN Yyrpo3bl 6e3onacHoCTur
NMonb3oBatenen Cauta.

2.7. MpuHUunbl 06paboTKkM NepPCOHanNbHbIX AaHHbIX:

— 0bpaboTka nepcoHanbHbIX JaHHbIX JOMMKHA OCYLLECTBNATLCS Ha 3aKOHHOM U
cnpaBennmBOn OCHOBE;

— 0bpaboTka nepcoHanbHbIX AaHHbIX AOKHA OrpaHMYMBaTbLCS AOCTUXKEHNEM
KOHKPETHbIX, 3apaHee onpeneneHHbIX N 3aKOHHbIX Lienen. He gonyckaeTcs
obpaboTka nepcoHarbHbIX AaHHbIX, HECOBMECTMMas C Lensmmn cbopa
nepcoHanbHbIX AaHHbIX;

— He gonyckaeTtcsa obbeanHeHne 6a3 AaHHbIX, CogepXalux NepcoHanbHble
AaHHble, 00paboTka KOTOPbIX OCYLLLECTBIISAETCA B LiENsIX, HECOBMECTUMbIX MEXAOY
cobown;

— 0bpaboTke noanexaT TONbKO NepcoHanbHblE AaHHbIE, KOTOPbIE OTBEYaloT Lensam
nx obpaboTku;

— cogepxaHne n obvem obpabarbiBaeMbIX NEPCOHArbHbIX AaHHbLIX OOMMKHbI
COOTBETCTBOBAaTb 3asBMNeHHbIM Liensm obpaboTkn. ObpabaThiBaemMble



nepcoHanbHble JaHHbIE HE OOMKHbI OblTb N30LITOYHBIMM MO OTHOLUEHUIO K
3asBreHHbIM Lensam nx oopaboTku;

— npu 06paboTke NepcoHanbHbIX AaHHbIX AOMKHbI ObITb 06ecneyeHbl TOYHOCTb
nepcoHarnbHbIX AAaHHbIX, UX AOCTAaTOYHOCTb, @ B HEOOXOAUMBIX Criy4asx v
aKTyanbHOCTb MO OTHOLLEHMIO K LienisiM 06paboTkn nepcoHanbHbIX 4aHHbIX;

— XpaHeHWe nepcoHarsbHbIX AaHHbIX AOMKHO OCYLLECTBASATLCA HE OOMbLUE, YEM
aToro TpebytoT Lenu o6paboTkn NepcoHarnbHbIX AaHHbIX, €CIIU CPOK XPaHEHUS
nepcoHanbHbIX aHHbIX HEe ycTaHoBMeH PeaeparnbHbIM 3aKOHOM,

AOroBOPOM, CTOPOHOWM KOTOpOro siensaetcs Nonb3oBartens;

— obpabaTbiBaeMble NepCcoHanbHble AaHHble NoanexaT YHUUTOXEHMIO Nnbo
06e3nnymMBaHunio No JOCTMXKEHUN Lienen o6paboTkn unu B cnyvae ytpaTbl
HeobX04MMOCTM B JOCTVXKEHUN ITUX LieNen, ecnm MHoe He NpeayCcMoTPeHO
depeparnbHbiM 3aKOHOM.

2.8. YcnoBus 06paboTkm nepcoHanbHbIX AaHHbIX.

2.8.1. ObpaboTka nepcoHanbHbIX AaHHbIX MMonb3osaTenen CanTa ocyLlecTBNAeTcs
Ha ocHoBaHuK ['paxgaHckoro kogekca PO, KoHctutyummn PO, gencreyroLero
3akoHogaTenbcTBa PP B obnactu 3awmnTbl NepcoHanbHbIX AaHHbIX.

2.8.2. ObpaboTka nepcoHarnbHbIX AaHHbIX HAa CanTe OCyLLECTBASAETCS C
cobntogeHmemM NpMHUMMNOB U NpaBui, NPeayCMOTPEHHbIX [onoxeHnem n
3akoHoaaTtenbcTtBom P®.

O6paboTka nepcoHarnbHbIX AaHHbIX AONYCKaeTCs B CRneayrLwmx cnyyasx:

— 0bpaboTka nepcoHanbHbIX AaHHbIX HeobxoanmMa ansa ucnonb3oBaHus CanTa,
CTOpPOHON KoToporo sinsieTcs Nonb3oBaTens;

— obpaboTka nepcoHanbHbIX 4aHHbIX Heobxoanma Ans 3awmThbl XXU3HKU, 300POBbS
UIN MHBIX XXM3HEHHO BaXKHbIX MHTepecoB [Monb3oBaTtens CanTa, ecnv nonyyeHme
cornacusi HeBO3MOXHO;

— obpaboTka nepcoHanbHbIX aHHbIX HeoOXoAMMa AN OCyLWEeCTBNEHUS NpaB U
3aKOHHbIX NHTepecoB Onepartopa unu TpeTbmx nuuy, IMbo ANa OOCTUKEHUS
00LEeCTBEHHO 3HAYMMBbIX Liefen Npu yCroBuKM, YTO NpU 3TOM He

HapyLuatoTcsa npasa u ceobogbl Nonb3oBatenen Canta;

— 0bpaboTka nepcoHanbHbIX AaHHbIX OCYLLLECTBNAETCSA B CTATUCTUYECKUX UITU UHBIX
nccneaoBaTenbCKMX Lensx, 3a UCKIYeHneM obpaboTku nepcoHarnbHbIX AaHHbIX B
Lensax NpoaBMXeHUs ToBapoB, paboT, yCnyr Ha pbIHKE NyTEM

OCYLLECTBNEHUS NPSAMbIX KOHTAKTOB C NOTEHUManbHbIMK NoTpedbutenamm c
NMOMOLLIbIO CPEACTB CBA3U, a Takke B Lensax NofIMTUYECKON armtaumm, npu ycrioBum
oba3arenbHOro 06e3nnMyYnBaHnsa NEPCOHarnbHbIX AaHHbIX.

2.9. Uenun 06paboTkn nepcoHanbHbIX AaHHbIX.

2.9.1. ObpaboTka nepcoHanbHbIX AaHHbIX [Nonb3oBatenen CanTta ocyLlecTBnseTcs
WCKIIOYMTESBHO B Liendax npegocTtasnenus Nonb3oBaTtesito BO3MOXHOCTU
B3anmopgencrteoBaTtb ¢ Cantom.

2.9.2. CBegeHnsiMun, COCTaBNALWMMM NepcoHarnbHble AaHHble Ha CanTe, ABnsieTcs
nobasa nHpopmaums, oTHOCALAACS K onpeaeneHHOMY Unn onpegenseMomy Ha
OCHOBaHWKN Takon nHopmMaunmn ursmyeckomy nuuy (CyobekTy nepcoHarnbHbIX
AaHHbIX).

2.10. cTouHUKM nonyveHna nepcoHanbHbIX AaHHbIX [lonb3oBaTtenen.

2.10.1. cTtoyHuKoM nHpopmMauum 060 Bcex nepcoHanbHbIX gaHHbIX [Nonb3oBaTens
ABNAETCHA HenocpeacTBeHHO caMm [lonb3oBaTernsb.

2.10.2. A\cToYHMKOM MH(pOopMaLMK O NepcoHarnbHbIX AaHHbIX [lonb3oBaTens



ABMAKOTCA CBEAEHUNA, NosydYeHHble BCrieacTBme npegocrasneHns OnepaTtopom
Monb3oBaTtento npas nonb3oBaHna CanTom.

2.10.3. lNepcoHanbHble gaHHble [Nonb3oBaTenen OTHOCATCH K KOHMAeHUnanbHom
MHOpMaLUMM OrpaHNYEeHHOro JocTyna.

2.10.4. ObecneyeHuns KOHPUAEHUMANBHOCTN NEPCOHArbHbIX AaHHbLIX HE TpebyeTcs
B criydae ux o6eannymBaHus, a Takke B OTHOLIEHUM OBLLLEeOOCTYMHbIX
nepcoHanbHbIX AaHHbIX.

2.10.5. OnepaTtop He uMeeT npasa cobupaTtb U obpabaTbiBaTb NEpPCOHAsNbHbIE
AaHHble [Nonb3oBaTensa 0 ero pacoBoun, HaUMOHaNbHOM NPUHAASIEXHOCTH,
NONUTUYECKNX B3rNa4ax, PENUrMo3HbIX Ui prnnocodckmx yoexaeHnsx,

YaCTHOWM XN3HW, 32 UCKMIOYEHNEM CIlydaeB, NpegyCMOTPEHHbIX AENCTBYHOLLMM
3aKkoHOA4aTeNbCTBOM.

2.10.6. OnepaTtop He UMeeT npasa nosny4atb n obpabaTbiBaTh NepCcoHasibHbIe
AaHHble MNonb3oBaTens 0 ero YneHcTBe B 06 eCTBEHHbIX 06 beANHEHUAX NN ero
NPOdCOK3HON AEATENBbHOCTH, 32 UCKIIYEHNEM CIyYaEeB,

npenycMoTpeHHbIX PefeparnbHbiM 3aKOHOM.

2.11. Cnocobbl 06paboTkn NepcoHarnbHbIX JaHHbIX.

2.11.1. lNepcoHanbHble AaHHble [Nonb3oBaTenen Canta obpabaTbiBaloTCA
NCKMIOYNUTESNBHO C UCNOSb30BaHMEM CPeACTB aBTOMaTM3aLnu.

2.12. NpaBa cybbekToB ([Nonb3oBatenen) nepcoHanbHbIX AaHHbIX.

2.12.1. lNonb3oBaTesib UMeeT NpaBo Ha nony4deHue ceegeHun o6 Onepartope, o
MeCTe ero HaxoXxaeHus, o Hannumm y OnepaTtopa nepcoHanbHbIX AaHHbIX,
OTHOCSILLNXCSA K KOHKPETHOMY CYyOBEKTY NepcoHanbHbIX AaHHbIX ([lonb3oBaTtento), a
TaKKe Ha 03HAKOMSIEHNE C TaKMMM NEPCOHarnbHbIMU AAHHBbIMU, 32 UCKITIOYEHNEM
crny4aes,

npeaycMOTPeHHbIX YacTbto 8 ctatbn 14 ®epepanbHoro 3akoHa « O nepcoHarnbHbIX
AAHHbIX».

2.12.2. MNonb3oBaTenb MMeeT NpaBo Ha nonyyeHue ot OnepaTtopa Npu SIMYHOM
obpalueHun Kk Hemy nnbo npu nonyydeHnn OnepaTopoM NMUCbMEHHOMO 3anpoca oT
[Monb3oBartens cnegywouen nHpopMaumm, KacarLencs

006paboTKKM ero nepcoHanbHbIX AaHHbIX, B TOM YMChe cogepXallen:

— noatBepxaeHne gakta obpaboTkn nepcoHanbHbIX AaHHbIX OnepaTtopoMm, a Takke
uenb Takon obpaboTku;

— NpaBOBblE€ OCHOBAHMS 1 Lienn 06paboTkM NepCoHanbHbIX AAHHbIX;

— uenu n npumeHsaemblie OnepaTopom cnocobbl 06paboTkM NEPCOHANbHbIX AAHHbIX;
— HaMMeHoBaHMe U MecTo HaxoxaeHus OnepaTopa, cBeaeHMs 0 nuuax (3a
ncknoveHnemMm paboTHMKOB onepaTtopa), KOTopble MMEKT AOCTYN K NePCOHanNbHbIM
AAHHBbIM U KOTOPbLIM MOTYT BbITb PacKpbITbl NEPCOHANbHbLIE AAHHbIE Ha
OCHOBaHuK gorosopa ¢ OnepaTopom unn Ha ocHoBaHUn PegepanbHOro 3aKoHa;

— obpabaTbiBaeMble NepCcoHanbHble AaHHbIE, OTHOCALLMECS K COOTBETCTBYIOLLEMY
Cyb6BEKTY NepCcoHanbHbIX

AAHHbIX, UICTOYHUK UX MONYyYEHUsI, ECNM MHOW NOPSAOK NPEeAOCTaBEHNSA TaKnx
AaHHbIX He NpeagycMoTpeH deaepanbHbIM 3aKOHOM;

— CpOKkM 06paboTKM NEpPCOHanNbHbLIX AAHHLIX, B TOM YMCMNE CPOKN UX XPaHEHUS;

— NOpSAO0K OCYLLECTBNEHUS CyObEKTOM NEePCOHarnbHbIX AaHHbIX Npas,
npeaycMoTpeHHbIX defepanbHbiM 3aKOHOM;

— MHpopMauuto 06 ocyLLLECTBAEHHON UK O NpegnonaraeMon TpaHCrpaHNUYHON
nepefaye gaHHbIX;

— HaMMeHOBaHWe UM amMmunuio, Ms, OTYECTBO M agpec Nuua, OCYLLECTBISIOLLENO
06paboTKy nepcoHanbHbIX



AaHHbIX No nopy4yeHuto Onepartopa, ecnu obpaboTka nopydeHa nnu dyaet
nopyyeHa Takomy nuuy;

— WHble cBefleHuns, npegycMmoTpeHHble defepanbHbIiM 3aKOHOM UK OpYrnMu
drepeparnbHbIMN 3aKOHaMU;

— TpeboBaTb U3MEHEHUS], YTOUYHEHNS, YHUYTOXEHUA MHOpMaL MM 0 camoMm cebe;

— obxanoBaTb HeNpaBOMepHbIe AeNCTBUS nnm besgencTeme no obpaboTtke
nepcoHanbHbIX aHHbIX U TpeboBaTb COOTBETCTBYIOLLEN KOMMNEHCALUN B CYaE;

— Ha [OMOSfIHEHNE NepCoHanbHbIX AaHHbLIX OLEHOYHOro XapakTepa 3asiBliEHNEM,
BblpaXkatoLLMM ero CO6CTBEHHYIO TOYKY 3PEHUS;

— onpefenaTb NpeacraBuTenen Ans 3awmTbl CBOUX NEPCOHAaNbHbIX JaHHbIX;

— TpeboBatb oT OnepaTopa yBegoMneHus 060 Bcex Npon3BeaeHHbIX B HUX
N3MEHEHNAX UMM UCKITIOYEHNAX U3 HUX.

2.12.3. MNonb3oBaTernb MMeeT NpaBo obXanosaTb B YNOJIHOMOYEHHOM OpraHe no
3awmTe npaB CybbeKTOB NepcoHarnbHbIX AaHHbIX UK B cyaebHoOM nopsigke
aencteus unun 6esgencrtemne Onepartopa, ecnun cYMTaeT, vYTo

nocrnegHuim ocyllecTensieT 06paboTKy ero nepcoHasnbHbIX AaHHbIX C HAPYLUEHNEM
TpeboBaHun PegepanbHoro 3akoHa «O nepcoHanbHbIX aHHbLIX» U UHBIM
o6pa3om HapyLllaeT ero npasa 1 ceobofbl.

2.12.4. MNonb3oBaTerb NepcoHasribHbIX AaHHbIX UMEET NpaBo Ha 3alUnTy CBOUX Npas
N 3aKOHHbIX MHTEPECOB, B TOM YUCIe Ha BO3MeELLLEeHNe YObITKOB 1 (M)
KOoMMneHcauuo MmoparnbHOro Bpea B cygebHom nopsiake.

2.13. O6sazaHHocTN OnepaTopa.

2.13.1. Mo dpakty nu4Horo obpatleHns nMbo Npu Nony4YeHun NMCbMEHHOro 3anpoca
cybbekTa nepcoHarnbHbIX AaHHbIX UK ero npeactasutena Onepartop, Npu HanM4Mm
ocHoBaHu, 06s3aH B TeyeHne 30 aHen ¢ gathl

obpalueHus nmbo nonyveHna 3anpoca cybbekTa nepcoHanbHbIX AaHHbIX UK €ro
npeacTaBUTENs NPeaocTaBmUTb CBEAEHUS B 00 beme, YCTaHOBNEHHOM
depepanbHbIM 3aKOHOM. Takue cBefeHust A0SKHbI BbITb NpegoCcTaBneHbl
Cyb6BEKTY nepcoHanbHbIX JaHHbIX B 4OCTYNHOM (OOpPME, U B HUX HE AOSIKHbI
coaepxatbCsa nepcoHarsnbHble JaHHbIe,

OTHOCSLUMECS K APYrMM cybbekTaM NepCoHarnbHbIX aHHbIX, 3@ UCKITOYEHMEM
cny4yaes, eCinn UMeKTCHA 3aKOHHbIE OCHOBaHNA O5151 PaCKPbITUS Takux
nepcoHanbHbIX AaHHbIX.

2.13.2. Bce obpalleHnsi CyGbeKkToB NepCcoHanbHbIX AaHHbIX N UX
npencraBuTenen pernctpmpytotca B XKypHane yyeta obpalleHuni rpaxnaH
(cyObekToB nepcoHanbHbIX AaHHbIX) N0 Bonpocam o6paboTkn nepcoHanbHbIX
OaHHbIX.

2.13.3. B cnyyae oTkasa B npefocTaBneHnn cybbekTy nepcoHanbHbIX AaHHbIX UK
ero npeacrasuTento npu obpawieHmm nMbo nNpu NonyyvyeHmMn 3anpoca cybbekta
nepcoHanbHbIX JaHHbIX MW ero NpeacTaBuUTeNsa MHopmMauum

O Hanu4nM NepcoHarsbHbIX AaHHbIX O COOTBETCTBYIOLEM CYObEKTE NepCcoHarbHbIX
AaHHbIX OnepaTop 0643aH AaTb B NMCbMEHHOW (POpME MOTUBUPOBAHHbLIN OTBET,
coaepaLlnin CCbINKy Ha nonoxeHune 4Yactu 8 ctaten 14 PegepanbHoro 3akoHa «O
nepcoHarnbHbIX aHHbIX» UKW MHOTO ddeiepanbHOro 3akoHa, ABNsALLEecs
OCHOBaHMeM 1A Takoro oTkasa, B CPOK, He npeBblwatowmn 30 gHen co aHS
obpalleHus cybbekTa nepcoHarbHbIX AaHHbIX UK ero npeactasuTens, nmbo ¢
AaTbl NonyvyeHnsa 3anpoca cybbekTa nepcoHanbHbIX JaHHbIX UK ero
npegcraBuTens.

2.13.4. B cnyyae nony4yeHud 3anpoca OT YNOoSIHOMOYEHHOro opraHa no 3awuTte npas
Cy6BHEKTOB NepcoHarbHbIX AaHHbIX O NpeaocTaBneHmMm nHpopmauumn, Heobxoanmon



ANSA OCYLEeCTBMNEHNS AeATENbHOCTU yKa3aHHOro opraHa, Onepatop o6s3aH
CcoOOLWMTb TaKylo MHPOPMALMIO B YNIOTHOMOYEHHbIN opraH B TedeHne 30 gHen ¢
AaTbl NOSTly4eHUs Takoro 3anpoca.

2.13.5. B cnyyae BbIsiBNieHMs HeNpaBOMepHOM 06paboTkn NnepcoHanbHbIX AaHHbIX
npw obpaLLeHnn unm No 3anpocy cybbekTa NepcoHarbHbIX AaHHbIX UK ero
npeacraBnTens NMMbo ynonHOMOYEHHOMO opraHa no 3aiuuTe npas

Ccyb6BHEKTOB NepcoHanbHbIX AaHHbIX OnepaTop 0643aH OCyLLEeCTBUTL ONOKMpoBaHue
HenpaBoMepHO obpabaTbiBaeMbIX NEePCOHanbHbIX AaHHbIX, OTHOCALLUMXCA K 3TOMY
Cyb6BEKTY NepcoHarnbHbIX AaHHbIX, C MOMEHTA Takoro obpatlleHus unm NonyyvyeHns
yKa3aHHOro 3anpoca Ha nepuos npoBepKu.

2.13.6. B cny4ae BbisiBNeHUs HenpaBoMepHoOM 06paboTkn NnepcoHanbHbIX AaHHbIX,
ocywectensemon Onepatopom, NOCAeHUI B CPOK, HE NpeBbILAaoLWLnM Tpex
pabounx gHen ¢ gaTbl 3TOro BbIABNEHUA, 0053aH NpekpaTuUTb

HenpaBoMepHY 06paboTKy nepcoHanbHbIX gaHHbIX. O6 ycTpaHeHn JONYLLEHHbIX
HapyLweHn OnepaTtop 06s3aH yBeAoMUTb CyObekTa NnepcoHanbHbIX aHHbIX UNn
ero npeacraBuTeNs, a B cnyyae ecnu obpawieHme cybbekta

nepcoHanbHbIX JaHHbIX UK ero npeacTaBuTens nMbo 3anpoc ynoTHOMOYEHHOro
opraHa no 3aiuTe npaB CyGbHLEKTOB NepCOHarbHbIX AaHHbIX OblNn HanpaBeHbl
YNOSTHOMOYEHHbIM OpraHoM Mo 3aLmTe npasB CybbEKTOB NepCOHaNbHbIX AaHHbIX,
TakKe yKasaHHbIN OpraH.

2.13.7. B cnyyae goctmxeHus uenn obpaboTkn nepcoHanbHbIX AaHHbIX OnepaTop
0643aH nNpekpaTnTb 06paboTKy NepcoHanbHbIX AAaHHBIX U YHUYTOXUTb
nepcoHanbHble AaHHbIE B CPOK, He npeBbiwatowmnm 30 pabounx gHen ¢ aaThbl
AOCTXKEHUS Lenn obpaboTkn nepcoHarnbHbIX AaHHbIX, ECIN NHOE HEe
npeaycMoTPEHO 4OrOBOPOM, CTOPOHOM KOTOPOro SIBNSIETCA CYyObEKT NepcoHanbHbIX
AaHHbIX.

2.13.8. 3anpeLiaeTcs NPpUHATUE HA OCHOBAHUWN NUCKITHOYNTENBHO
aBTOMaTU3MPOBaHHOM 06pPaboTKM NepcoHanbHbIX JaHHbBIX PeLleHn, MOPOXAatoLLINX
topuanyeckne nocnencTBnsa B OTHOLLEHUN CyObeKkTa NepCcoHanbHbIX AaHHbIX UK
WMHbIM 06pa3oM 3aTparmBarLLMX ero nNpaea U 3aKOHHbIE NHTEPECHI.

2.14. Pexxnm KOH(pnaeHUManbHOCTU NepcoHarnbHbIX OaHHbIX.

2.14.1. OnepaTtop obecneunBaeT KOHPUAEHUMANBHOCTbL U 6e30MacHOCTb
nepcoHanbHbIX aHHbIX Npu X obpaboTke

B COOTBETCTBUM C TpeboBaHMAMN 3akoHogaTenbcTea PO.

2.14.2. OnepaTop He packpbliBaeT TPeTbUM NnLaM U He pacnpoCTpaHsaeT
nepcoHanbHble gaHHble 6e3 cornacma Ha 3TO cyObekTa NepCoHanbHbIX AAHHbIX,
€CInun MHoEe He npefycmoTpeHo defepanbHbIM 3aKOHOM.

2.14.3. B cooTBETCTBUM C NEpeYHEM NepcoHarnbHbIX AaHHbIX, obpabaTbiBaeMbIx Ha
canTe, nepcoHanbHble AaHHble [Monb3oBaTtenen Canta aBnaTCS
KOHoMAeHunansHon nHpopmaumen.

2.14.4. Iluua, ocywectenstowme o6paboTKy nepcoHasrnbHbIX AaHHbIX, 06A3aHbI
cobntogaTb TpeboBaHus

pernameHTMpyoLwmnx gokymeHToB Onepatopa B 4actu obecneyeHms
KOHpmnaeHUmnanbHoCcTn n 6€30nacHOCTN NePCOHanbHbIX aHHbIX.

3. ObpaboTka nepcoHanbHbIX AaHHbIX

3.1. MNepeyeHb obpabaTbiBaeMbIX NepCoHanbHbIX AaHHbIX [Tonb3oBartenen:

— hamunus;

— UMS;

— OTYECTBO;

— non;



— [JaTa poXaeHus;

— OOIMKHOCTb;

— KOMMaHUSK;

— B 9KOHOMUYECKON OeATEeNbHOCTU KOMMAaHWUN;

— PErvoH;

— HOMep MobunbHOro TenedoHa;

— agpec 3NeKTPOHHOW NOYTLI.

3.2. Jluua, umerome npaBo JOCTyNa K NepcoHasibHbIM SJaHHbIM.

3.2.1. lMpaBom JocTyna K nepcoHanbHbIM JaHHbIM CyObEeKTOB obnagatoT nuua,
HafeneHHble COOTBETCTBYOLLUMMMU MONTHOMOYMSIMU B COOTBETCTBUM CO CBOMMMU
cny>xebHbIM1 06513aHHOCTSAMN.

3.2.2. [NepeyeHb nNny, MMeLMX JOCTYN K NepCoHaribHbIM AaHHbLIM, YTBEpXJaeTcH
reHepanbHbIM anpektopom OnepaTopa.

3.3. NopsiaoK 1 CpoKM XpaHeHUst NepCcoHanbHbIX AaHHbIX Ha CanTe.

3.3.1. OnepaTop OCyLLECTBMSAET TONbKO XPaHEHME NEePCOHarnbHbIX AaHHbIX
Monb3oBaTenen Ha CanTe.

3.3.2. Cpoku xpaHeHus nepcoHanbHbIX AaHHbIX MNMonb3oBaTenen Ha Cante
onpeaeneHbl ycrnosuamm NMonb3oBaTenbckoro cornaweHms nnu Cornacus
noceTuTens canta Ha obpaboTKy NepcoHanbHbIX JaHHbIX,

BBOAATCS B eNCTBME C MOMEHTa NpuHATUA (akuenTa) Nonb3oBatenemM gaHHOro
cornaweHus unm cornacusi Ha Cante n 4ENCTBYIOT OO Tex nop, noka one3oBatens
He 3asiBUT O CBOEM XeNnaHuu yaanuTb CBOM NepcoHarbHble AaHHble ¢ CanTa.
3.3.3. B cnyyae yganeHunsa gaHHbix ¢ CanTta no nHuumMatmBe 0gHOM U3 CTOPOH, a
MMEHHO MpeKpaLleHns ncnonb3oBaHus Canta, nepcoHanbHble AaHHbIE
Monb3oBaTtens xpaHATcs B 6a3ax gaHHbix OnepaTopa naTb NIET B COOTBETCTBUN C
3akoHopaTtenbcTtBom PO.

3.3.4. [0 ncreyeHum BbiLLEYKa3aHHOrO CPOKa XpaHeHUsi NePCOHanNbHbIX AaHHbIX
[Monb3oBaTens nepcoHarnbHble AaHHble [Nonb3oBaTens yaansaTcs aBToMaTUYeCKu
3agaHHbIM anropnTMoM, KoTopbi 3agaeT Onepatop.

3.3.5. Onepatopom He BegeTcsa obpaboTka nepcoHanbHbIX AaHHbIX [lonb3oBaTenemn
Ha BYMaXXHbIX HOCUTENSX MHGOPMaLMN.

3.4. bnoknpoBaHmne nepcoHanbHbIX JaHHbIX.

3.4.1. lNoa 6rnoknpoBaHneM NepcoHanbHbIX aHHbIX MOHUMAETCS BPEMEHHOE
npekpaweHne OnepaTtopoM onepauunin no ux obpadboTtke no TpeboBaHMIO
[Monb3oBaTens npu BbIABNEHUM UM HEAOCTOBEPHOCTM 0bpabaTbiBaeMbIX
CBEAEHUN U HENPABOMEPHBIX, MO MHEHUIO CyObeKTa NepcoHanbHbIX AaHHbIX,
AENCTBUA B OTHOLLEHUU €ro AaHHbIX.

3.4.2. OnepaTop He NepefaeT nepcoHarnbHble AaHHbIE TPETbUM NiMLaM U He
nopyyaet 06paboTKy nepcoHanbHbIX JaHHbIX CTOPOHHUM NULIAM U OpraHn3aumsim.
MepcoHanbHble gaHHble [Nonb3oBaTenen Canta obpabaTbiBatoT

TONbKO COTPYAHUKM OnepaTtopa (agMUHUCTpaTopbl 6a3 AaHHbIX U T. 4.),
AONyLEHHbIE YCTAaHOBNEHHbLIM NOPAAKOM K 06paboTke nepcoHanbHbIX AaHHbIX
Nonb3oBaTtenen.

3.4.3. bnokupoBaHue nepcoHarsbHbIX AaHHbIX HA CanTe oCcyLecTBNAETCA Ha
OCHOBaHUKN NMUCbMEHHOTIO 3asiBfIEHNSA OT CyObeKTa NepPCOHanNbHbIX AaHHbIX.

3.5. YHUYTOXEHMEe nepCoHarnbHbIX AaHHbIX.

3.5.1. oA yHMYTOXEHNEM NepCcoHarnbHbIX JaHHbIX MOHUMAKOTCS AENCTBUS, B
pesynbTaTte KOTOPbIX CTAHOBUTCS HEBO3MOXHbBIM BOCCTAHOBUTbL COAEpPXKaHme
nepcoHanbHbIX aHHbIX Ha CanTe n/unu B pesynbTaTe KOTOPbIX

YHUYTOXaKTCA MaTepuaribHble HOCUTENM NePCOHaNbHbIX AAHHbIX.



3.5.2. Cyb6bekT nepcoHanbHbIX AaHHbIX BNpaBe B NMCbMEHHON dopme TpeboBaTtb
YHUYTOXEHUS CBOUX NEPCOHarbHbIX AaHHbIX B CIly4ae, ecnun nepcoHarsibHble
AaHHble ABNAKTCA HENOSTHLbIMK, YCTapeBLUNMN, HELOCTOBEPHBLIMU, HE3AKOHHO
NONyYEHHbIMN NN HE ABNAOTCA HEOOXOANMBIMU AN 3ad9BAEHHON Lenn
obpaboTku.

3.5.3. B cny4ae oTcyTCTBUSA BO3MOXHOCTM YHUUTOXEHMUS NEPCOHANbHbIX JaHHbIX
OnepaTtop ocyuiecTBnsAeT 6/10KMpOBaHNE TakKUX NEPCOHarnbHbIX AaHHbIX.

3.5.4. YHMUYTOXEHME NnepCcoHanbHbIX JaHHbIX OCYLLECTBIISETCS NyTeEM CTUPaHUSA
MHOpMaLMK C UCMONb30BaHNEM

cepTMdULMPOBAHHOIO NPOrpamMHOro obecneyeHuns ¢ rapaHTMPOBaHHbBIM
YHUYTOXEHMEM (B COOTBETCTBUN C 3aJaHHbIMW XapakTepucTukamm ons
YCTaHOBMEHHOrO NPOrpaMmMHoOro obecneyeHns ¢ rapaHTMpoOBaHHbLIM
YHUYTOXEHMEM).

4. Cnctema 3awmTbl NepcoHarbHbIX AaHHbIX

4.1. Mepbl no obecneyeHnto 6e30nacHOCTM NepPCoHanbHbIX AAaHHbBIX NPU NX
obpaboTke.

4.1.1. OnepaTtop npu obpaboTke NepcoHarnbHbIX AaHHbIX 06593aH NpUHMMaTb
HeobGxoaMMble NPaBOBbIE, OPraHM3aUNOHHbIE N TEXHUYECKME MEPbLI UK
obecneunBaTb X NPUHATME NS 3aLLNTBI NEPCOHANbHbIX aHHbIX OT
HenpaBOMEPHOro U Cry4YanHoro 4oCTyna K HUM, YHUYTOXEHUS, U3MEHEHWS,
BGnoKnpoBaHUs, KONMPOBaHUS, NPeAOCTaBlEeHUs, pacnpoCTpaHEeHNA NepCcoHanbHbIX
AaHHbIX, @ Takke OT MHbIX HEMPaBOMEPHbIX ENCTBUN B OTHOLLEHMUW NepPCOHanbHbIX
AaHHbIX.

4.1.2. ObecneyeHne 6e30nacHOCTU NEPCOHarbHbIX AaHHbIX AOCTUraeTcs, B
YaCTHOCTMU:

— onpegeneHnem yrpo3 6e3onacHOCTM NepcoHanbHbIX AaHHbIX Npu X obpaboTke B
MHPOPMALMOHHBIX CUCTEMAX NEPCOHASTbHbIX AAHHbIX;

— NPUMEHEHNEM OpraHn3aLMOHHbBIX U TEXHUYECKMX Mep o obecneyeHunto
©e3onacHOCTU NepcoHarnbHbIX AaHHbIX NPU X 00paboTke B MHGHOPMAaLMOHHbIX
cucTemMax nepcoHarbHbIX AaHHbIX, HEOBXOOMMBbIX ANS BbIMNONIHEHUS

TpeboBaHUI K 3amnTe NepPCoHarnbHbIX AAaHHbIX;

— NPUMEHEHNEeM NpoLLewmnx B yCTaHOBIIEHHOM Nopsaake npouenypy oLeHKu
COOTBETCTBUS CPEACTB 3aLUMTbl MHpopMaLuu;

— OLIEHKOM 3h(PEKTMBHOCTM NPUHMMaeMbIX Mep no obecneveHunto 6e3onacHoOCTH
nepcoHanbHbIX JaHHbIX 4O BBOAA B 3KcnnyaTtauuto MHpOpMaLNOHHOW CUCTEMBI
nepcoHanbHbIX AaHHbIX;

— Y4EeTOM MaLUMHHbIX HOCUTENEN NepCcoHarbHbIX AAHHbIX;

— obHapyxeHMem pakToB HECAHKLMOHMPOBAHHOIO A0CTYNa K NepcoHasbHbIM
AAHHBbIM U MPUHATUEM MEP;

— BOCCTAHOBSIEHMEM NEPCOHArbHbIX AaHHbIX, MOANMULMPOBAHHBIX U
YHUYTOXEHHbIX BCNEACTBME HECAHKLMOHMPOBAHHOIO JOCTYNA K HUM,;

— YyCTaHOBMEHMEM NpaBun AOCTyNa K NepcoHarbHbIM AaHHbIM, 0bpabaTbiBaeMbIM B
MHPOPMALMOHHOM CUCTEME NEPCOHArbHbIX AaHHbIX, a Takke obecneyeHmem
perncTpauum 1 ydeta Bcex eNCTBUN, COBEPLLAEMbIX C NEPCOHAaNbHLIMWN AAHHBbIMU B
MHPOPMALMOHHOM CUCTEME NEPCOHANbHbIX AaHHbIX;

— KOHTPOJSIEM 3a NPUHMMAaEMbIMU MepaMn No obecneveHnto 6e3onacHoCTH
nepcoHanbHbIX JaHHbIX U YPOBHSA 3alLMULLEHHOCTN NHAOPMALMOHHBIX CUCTEM
nepcoHanbHbIX aHHbIX.

4.1.3. na uenen MNMonoxeHna nog yrposamm 6e30nacHOCTM NepCOHanbHbIX AaHHbIX
NMOHMMAETCH COBOKYMHOCTb YCITOBU U (PAKTOPOB, CO34atoLLNX ONACHOCTb



HeCaHKLMOHNUPOBAHHOIO, B TOM YMUChe CrliydanHoro, 4ocTyna K

nepcoHasnbHbIM AaHHbIM, Pe3yibTaTOM KOTOPOro MOryT CTaTb YHUYTOXEHUE,
n3mMeHeHune, 6oKnpoBaHue, KoNMpoBaHMe, NpeaoCcTaBneHne, pacnpocTpaHeHme
nepcoHarnbHbIX AaHHbIX, @ TakKe NHble HENpaBoOMepHbIe

AencTeus npm nx obpabotke B MUHOOPMALMOHHON CUCTEME NEPCOHArbHbIX AaHHbIX.
Moa ypoBHEM 3aLLMLLIEHHOCTM NEPCOHanNbHbIX AaHHbIX MOHUMAETCS KOMMEKCHbIN
nokasaTesib, XapakTepuayoLwwmin TpeboBaHus, NCNOMHEHNE

KOTOpbIX obecneynBaeT HenTpanm3aunio onpeaeneHHbIx yrpo3 6e3onacHocTu
nepcoHanbHbIX AaHHbIX NPy nX o6paboTke B MHOOPMAaLMOHHON cUcTeme
nepcoHarnbHbIX AaHHbIX.

4.2. 3awmuiaemble cBegeHUs o0 cybbekTe nepcoHanbHbIX aHHbIX.

K 3awwmiiaembim cBefeHmaM O CyObekTe nepcoHarnbHbIX aHHbIX Ha CanTe
OTHOCATCS AaHHble, NO3BOSALLNE NOEHTUDUUMPOBATL CYyOBHEKT NepCOHasbHbIX
AaHHbIX U/MNK NOMAYYNTb O HEM OOMOMHUTESNbHbIE CBEAEHUS,

npeaycMOTPEHHbIE 3aKoHOAATENbCTBOM M [lonoxeHnemMm.

4.3. 3awmaemble 06bEKTbI NEPCOHANbHbIX AaHHbIX.

4.3.1. K 3awmaemMmbim o6 beKTaM nepcoHanbHbIX AaHHbIX Ha CanTe OTHOCATCA:

— 06BEKTbI UHhOpPMaTU3aL MM N TEXHUYECKNE CpeacTBa aBTOMaTM3MPOBAHHOM
06paboTkn MHpopmaumn, cogepkaLlen nepcoHarnbHble AaHHbIE;

— MHpopMaUMOHHbIE pecypchl (6asbl JaHHbIX, dhannbl 1 p.), cogepxaiume
nHdopmauuto 06 NHPOPMaLMOHHO-TENEKOMMYHUKALMOHHBIX CUCTEMAX, B KOTOPbIX
UMPKYNUPYIOT NepcoHarnbHble JaHHble, O COObITUSX,

npounsoLleLlumnx ¢ ynpasnseMmbiMm obbekTamum, o nnaHax obecnevyeHns
B6ecnepeboriHomn paboThbl 1 Npoueaypax Nnepexoaa K yrnpaBreHuio B aBapuUiiHbIX
pexummax;

— KaHarnbl CBsI3M, KOTOpPbIE UCMOMb3YITCA ANs Nepeaadn nepcoHarnbHbIX AaHHbIX B
BUAE MHPOPMATUBHbIX

ANEKTPUYECKNUX CUTHASOB N (OU3NYECKNX NOSEWN;

— OTYYyXJaeMble HOCUTenu MHpopmaLnn Ha MarHUTHOW, MarHUTHO-OMNTUYECKOWN U
WHOM OCHOBE, NpUMEHAeMble AN 006paboTKn NepCcoHanbHbIX aHHbIX.

4.3.2. TexHonornyeckas nHhopmaumsa 06 MHPOPMaLMNOHHbLIX CUCTEMAX U
3fieMeHTax CUCTEMbI 3aLlUNTbl NEPCOHArbHbIX AaHHbIX, NoAnexallas 3aluTe,
BKMNOYaerT:

— CBEAEHNSA 0 cMCTEeME yrnpaBrieHnsa OCTYNOM Ha 06beKkTbl MHbopmMaTmnsauum, Ha
KOTOpbIX ocyliecTBnsieTca obpaboTka nepcoHanbHbIX AaHHbIX;

— ynpasnsowasa nHpopmaums (KoHpuUrypaumoHHole dannbl, Tabnumubl
MapLupyTu3aLumm, HaCTPOMKN CUCTEMbI 3aLLMThbl 1 Np.);

— TexHonornyeckas nHopmaumna cpeacTs 4OCTyNa K CUCTEMaM yrnpaBreHus
(ayTeHTUdMKaUMOHHaA MHGOpMaLMs, KoY n aTpubyTel 4ocTyna u ap.);

— XapaKTepUCTUKM KaHanoB CBA3WN, KOTOPbIE UCMNOSb3YTCA AN nepegayv
nepcoHanbHbIX AaHHbIX B BUAE MH(POPMATMBHbIX 3NTIEKTPUHECKNX CUTHANoB 1
dom3nyecknx nonewm;

— MHpopMaumsa 0 cpeacTBax 3aLmTbl NEPCOHArNbHbIX AaHHbIX, UX COCTaBe U
CTPYKTYpE, NPUHUMNAx N TEXHUYECKNX

peLleHnsaX 3aLnTbl;

— cnyxebHble faHHble (MeTagaHHbIe) nossnsowmecs npu pabote NporpaMmMHOro
obecneyveHusi, CoobLLEHMIN N NPOTOKONOB MEXCETEBOrO B3aMMOAENCTBUS, B
pesynbtate 06paboTkn NnepcoHanbHbIX JaHHbIX.

4.4. TpeboBaHUA K cMCTEME 3aLLUTbI NEPCOHArbHbIX AaHHbIX.

Cuctema 3almTbl NepcoHanbHbIX AaHHbIX AOMKHA COOTBETCTBOBATb TpeboBaHMSAM



noctaHoBneHus MNpasutensctea PP ot 1 Hos6ps 2012 r. No 1119 «O6
yTBEPXAEHUM TpeboBaHMM K 3alumnTe NnepcoHarnbHbIX AaHHbIX NPU X

06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AAHHbBIX.

4.4.1. Cuctema 3awwmTbl NEPCOHarbHbIX AaHHbIX OOMMKHA obecneymnBaTh:

— CBOEBpPEMEHHOE OBHapyXeHne 1 npeaoTBpaLleHne HeCaHKLMOHNPOBAHHOMO
A0CTyna K nepcoHanbHbIM AaHHbIM U

(vnn) nepegaym nx nuuam, He UMEOLLMM NpaBa AocTyna K Takon nHdopmaumu;

— HeJonyLleHne BO34ENCTBUS HA TEXHMYECKME CpeacTBa aBTOMaTU3MPOBAHHOM
06paboTKM NepcoHarnbHbIX AaHHbIX, B pe3yribTaTe KOTOPOro MOXeT BbiTb HapyLLEeHO
X PYHKUMOHMpPOBaHWE;

— BO3MOXHOCTb He3aMeaMnTeNbHOro BOCCTaHOBMNEHUS NepCoOHaribHbIX AaHHbIX,
MOANDULMPOBAHHBIX UMW YHUYTOXEHHbIX BCNeaCTBUE HECAaHKLNMOHMPOBAHHOIO
A0CTyna K HAM;

— NOCTOSIHHbINA KOHTPONb 3a o6ecnevYeHnemM ypoBHS 3aLMLLEHHOCTM NEPCOHANbHbIX
AaHHbIX.

4.4.2. Cpencrea 3awWmTbl MUHOpMaLMK, NPUMEHSIEMbIE B MHADOPMAaLMOHHbIX
cucTemMax, 4OSKHbl B YCTaHOBIIEHHOM MOopsaaKe NPOXoauTb NPoLeaypy OLEHKM
COOTBETCTBUSA.

4.5. MeTtoabl 1 cnocobbl 3aWwmTbl UHGOPMaLUK B MHPOPMALIMOHHBLIX CUCTEMAaX
nepcoHanbHbIX aHHbIX.

4.5.1. MeToabl 1 cnocobbl 3alnTbl MHOpMaUMn B MHOOPMALMOHHBIX CUCTEMAX
nepcoHanbHbIX JaHHbIX

OnepaTtopa gomkHbI COOTBETCTBOBATL TpeboBaHUAM:

— npukasa PCTIK PP o1 18 hpeBpana 2013 r. No 21 «O6 ytBepxaeHun CocTtasa n
coaepXxaHnsa opraHM3auUmMoOHHbIX

N TEXHUYECKNX Mep Nno obecneyeHunto 6e30nacHOCTM NEPCOHANbHbLIX AAHHbLIX NPU UX
obpaboTke B MHOPMALMOHHBIX CUCTEMAX NEPCOHANbHbLIX AAHHbLIXY;

— npukasa ®CB Poccum ot 10 nrona 2014 r. No 378 «O6 yteepxaeHun Coctasa u
coaepXXaHnsa opraHnM3aLUnMOHHbIX

N TEXHNYECKNX Mep no obecneyeHnto 6e3onacHOCTM NePCOHanNbHbIX AAaHHbIX NPU X
obpaboTke B UHOPMALMOHHBIX CUCTEMAX NEPCOHArTbHbIX AaHHbIX C
NCNonb30BaHUEM CPeACTB Kpuntorpadpmyeckon 3awmTbl

MHopMaumm, HeobxoanUMbIX 4N BbINONHEHUS YCTAHOBIEHHbIX [1paBUTENbECTBOM
Poccunckon ®epepauyunm TpeboBaHUn K 3amMTe NEepCoHarnbHbIX AaHHbIX AN
KaXK4oro n3 ypoBHEN 3aluunLeHHOCTUy (B criydae onpegenenus Onepatopom
HeobXoaMMOCTM NCNOSb30BaHMA CPEACTB KpunTorpadmMyeckom 3almnThl
nHopMauum ans obecnedeHns 6e30MacHOCTU NEPCOHAsbHbIX AAaHHbIX).

4.5.2. OCHOBHbIMM MeTO4aMM 1 cnocobamu 3alnTbl UHGOpMaL M1 B
MHOPMALMOHHBIX CUCTEMAX NEePCOHarbHbIX

AaHHbIX [Nonb3oBaTenen SBASTCA METOAbl U CNOCOObI 3alnTbl MHpopMaLUumn oT
HEeCaHKLUMOHNPOBAHHOIO, B TOM YUCHEe CyYanHoro, 4oCcTyna K nepcoHasibHbIM
AaHHbIM, Pe3ynbTaTOM KOTOPOro MOXET CTaTb YHUYTOXEHME,

n3mMeHeHune, 6roKnpoBaHue, KONMPOBaHME, pacnpoCTpPaHEHME NEPCOHAarbHbIX
AaHHbIX, @ TaKKe UHbIX HECAHKLMOHNPOBAHHbIX AENCTBUI (danee — MeToabl 1
cnocobbl 3awmTbl Hopmaumm ot HCL).

4.5.3. Bbibop 1 peanusaums MeTogoB 1 cnocobos 3awmtbl MHopmMaumm Ha Cante
OCYLLECTBNSETCHA B COOTBETCTBUMN C PEKOMEHLALNAMU PEryNaTOpoB B 0b6racTtu
3awmTbl Hpopmauun — PCTIK Poccumn n ®Cb Poccuu, ¢ yyetom

onpeaensembix OnepaTopom yrpo3 6e30nacHOCTM NepCcoHanbHbIX AaHHbIX (Mogenu
yrpo3) 1 B 3aBUCUMOCTM OT Knacca MHPOOPMaLMOHHON CUCTEMBI.



4.5.4. BoibpaHHble U peanu3oBaHHble MeToAbl U cnocobbl 3awmTbl MHpopMaumm Ha
Cante gomkHbl obecneymBaTb HEMTpPanM3auuo npegnonaraemMblix yrpos
6Ge3onacHOCTM NepcoHanbHbIX AaHHbIX NpU X obpaboTke.

4.6. Mepbl 3aWmTbl HOPMaL N, COCTABNAKOLLEN NEepcoHarbHble JaHHbIE.

4.6.1. Mepbl No oxpaHe 6a3 AaHHbIX, CoAepKaLLMX NepcoHarnbHble AaHHbIE,
npuHUMaemble OnepaTopoM, SOSMKHbI

BKMNtoYaTb B cebs:

— onpegeneHue nepeyHs nHdpopmaLummn, CoCTaBnaOLLEN NepPCOHanbHbIE AaHHbIE;
— OrpaHuyeHne gocTyna K MHopmMauumn, cogepxallen nepcoHanbHble AaHHbIe,
nyTeM yCTaHOBMEHMUS nopsiaka

obpalleHus ¢ aTon nHpopmMaumnen n KOHTpons 3a cobnogeHMeM Takoro Nopsiaka.
4.6.2. Mepbl No oxpaHe KOHPUAEHUMANbHOCTU MHGOPMaLMN NPU3HAKTCA pa3yMHO
A0CTaTOYHbIMU, ECIN:

— UCKMOYaeTcs A0CTYN K NepcoHarnbHbIM JaHHbIM 06bIX TPeTbMX Nnuu 6e3
cornacua Onepatopa;

— obecnevmBaeTcs BO3MOXHOCTb MCNOSb30BaHUs MHOpMaLUnn, cogepxallen
nepcoHanbHble AaHHble, 6e3 HapyLLIEeHNS 3aKOHO4aTEeNbCTBA O NEPCOHArbHbIX
AAHHbIX;

— Npwu paboTe ¢ [Nonb3oBaTenemM yctaHaBnuMBaeTCs Takom NOPALOK AENCTBUN
Onepatopa, npu KoTopom obecneunBaeTcs COXPaHHOCTb CBEAEHUIN, COAEPXKALLNX
nepcoHanbHble gaHHble [Nonb3oBaTtens.

4.6.3. lNepcoHanbHble faHHbIE HE MOTYT BbITb NCMOMNb30BaHbI B LIESISX,
npoTuBopevaluunx TpeboBaHmam PegepanbHOro 3akoHa, 3aluTbl OCHOB
KOHCTUTYLMOHHOIO CTPOSi, HPAaBCTBEHHOCTU, 300POBbS, NPaB U 3aKOHHbIX
MHTEepeCcoB Aapyrnx nuu, obecneyeHns 060poHbI CTpaHbl 1 6e3onacHOCTH
rocygapcraa.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce cotpygHukm OnepaTopa, ocyllectenstowme obpaboTky nepcoHasbHbIX
AaHHbIX, 065A3aHbl XpaHUTb TaHy O CBEAEHUSIX, CoAepXaLlnX NepcoHanbHble
AaHHble, B cOOTBETCTBUK C [NonoxeHnem, TpeboBaHnaMK 3akoHogaTensctea PO.
4.7.2. Jluua, BUHOBHbIE B HapyLleHun TpeboBaHun MNonoxeHus, HecyT
npegyCMOTPEHHYI0 3aKoHO4ATENLCTBOM P® OTBETCTBEHHOCTb.

4.7.3. OTBETCTBEHHOCTb 3a CObM0AEHME peXMMa NepCcoHanbHbIX AaHHbIX NO
OTHOLLEHMIO K MEPCOHanbHbIM AaHHbIM, Haxoaswmmcs B 6a3ax gaHHbix CanTta,
HEecCyT OTBETCTBEHHbIE 3a 06paboTKy NepcoHanbHbIX AaHHbIX.

5. 3akntoumnTenbHbIe NONOXEHNS

5.1. B cny4yae naMmeHeHus encTByoLLEro 3akoHogaTenocTea P®, BHeceHns
N3MEHEHNIN B HOPMATUBHbIE JOKYMEHTbI MO 3aLMUTEe NEePCOHanbHbIX AaHHbIX
HacTosiwee NonoxeHne OenCTByET B YacTu, He NMPOTUBOpEeYaLLen AeUCTBYOLWEMY
3aKkoHOAAaTeNbCTBY 40 NPUBEAEHUS ero B COOTBETCTBME C TAKUMMN.

5.2. Ycnosus HacToswwero NonoxeHus ycTaHaBnmBatTCs, UBMEHSOTCA U
oTmeHsitoTca OnepaTtopom B OAHOCTOPOHHEM nopsiake 6e3 npeaBapuTenbHOro
yBegomneHnus lNMonb3osartens. C MoMeHTa pa3melleHns Ha Cante HOBOW peaakumnm
[MonoxeHna npeabiayllasn pegakumnsa cuMTaeTcsa yTpaTmBLLEN CBOK cuny. B cnyyae
CYLEeCTBEHHOIO U3MEHeHUs ycnoBumn Hactosiwero Cornawennsa OnepaTop
n3seLaet 06 atom lNonb3oBaTenen nytem pasmeLLeHna Ha Cante
COOTBETCTBYHIOLLENO COObLLEHMS.

5.3. Ecnu lNonb3oBaTtesib He cornaceH ¢ ycrnoBusaMmn HacTtoswero NonoxeHus, To oH
OOSKEH HeMeaeHHO yaanuTb ceor npodune ¢ Canta, B NPOTUBHOM Cryvae



npoaoJikXeHne ncnosib3oBaHUA Monb3oBaTtenem CanTta 03Ha4aeT, YTo
[Monb3oBaTtesib cornaceH ¢ yCnoBunaMun HactodLlero MonoxeHwus.



